GOVERNMENT OF INDIA
(Ministry of Home Affairs)
DIRECTORATE GENERAL
CENTRAL RESERVE POLICE FORCE
EAST BLOCK-7, SEC-1, R.K. PURAM, NEW DELHI-110066
{Email:- comncell@crpf.gov.in Tele/Fax:011-26 109038}

No. B.V-7/2021-22-C (IT-QRs)] Dated, the rl_/I\a‘.[ay’2022
To
1. DIG (Comn), ITBP 2. DIG {Comn), NSG
Block No. 2, CGO Complex Meharam Nagar
Lodhi Road, New Delhi-03 Palam, New Delhi-37
3, DIG (Comn}, SSB 4. AIG (Comn), CISF
East Block-V, R.K Puram Block No. 13, CGO, Complex
New- Delhi-66 Lodhi Road, New Delhi-03
5. DIG {Prov), BSF 6. Liaison Office, Assam Rifle
Block No. 10, CGO Complex Room No-171, North Block, MHA
Lodhi Road, New Delhi-03 New Delhi -01

Subject: Regarding approved QRs/TDs of “IT Infrastructure Equipments”.

Please find enclosed QRs/TDs of “IT Infrastructure Equipments” as
Annexure-“A” duly approved by the competent authority is forwarded herewith for
further necessary action. In aforesaid QRs/TDs total 15 items and list is given as

below:-
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ORs/TDs of Layer 2 Switch 24 Ports Non PoE
QRs/TDs of Layer 2 Access Switch 24 Ports PoE
QRs/TDs of Layer 2 Access Switch 48 Ports
ORs/TDs of Layer 3 Access Switch 24 Ports
QRs/TDs of Layer 3 Core Switch 24 Ports
ORs/TDs of Layer 3 Core Switch ~48Ports

Name of equipment _—l

QRs/TDs of HCI Servers (Hyper convergent Infrastructure)
QRs/TDs of Rack Server

QRs/TDs of Storage Server

=000 N Oy U R )N

0. | QRs/TDs of Unified Storage and Normal Storage
QRs/TDs of Blade Server Chassis and Blade Server

—t
—

12. | QRs/TDs of IP based CCTV System

13. | ORs/TDs of NGFW (Next Generation Firewall)

14. | QRs/TDs of Network Video Management Software

15. | QRs/TDs of WAF (Web Application Firewall)

Encl: (Approved QRs & TDs of “IT Infrastructure Equipments”)

(o]
{Sunil Kr Singh, D

s\
(Comn)}

For DIG (Equipment)
Directorate General, CRPF




QRs/TDs of Layer 2 Switch 24 Ports Non PoE

Specifications -‘ Values Trial Directives
Type of Switch Managed BOO will  check
— ~ i - —— practically with
Technology Non PoE software console and
= . verify with OEM
Number of 1G Copper Ports | 24 technical brochure.
Number of 10G Copper 2
Ports
No. of 1 G SFP Port (Uplink) | O
No. of 10 G SFP+ Port -
(Uplink)
Redundant Power supply Supported BOO will  check
(from day one) practically and verify
with OEM technical
brochure.
Console Port Available BOO will check
Judnie s e e -{ practically with
Switching Capacity -Non Minimum software console and
Blocking 128 Gbps verify ~with OEM
technical brochure.
Throughput Minimum Firm will submit
95Mpps OEM certificate.
Operating System Available
Dedicated Stacking Supported
Port/Slot ( from day one)
Stacking Bandwidth Minimum
80Gbps
ISR . A\ .
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Specifications

Values

Trial Directives

Basic Layer-3
Protocol

Static,RIPv1/v2,RIPng,
OSPF, Routed Access,
VRRP v2/v3, ECMP,
IGMP v1/v2/v3, MLD
vl/v2

Firm will submit OEM
certificate.

Security Feature

uRPF, Port Security,
16K MAC, SSL, SSH,
broadcast, unicast and

multicast storm
control, ARP, 802.1x,
ARP Spoofing
Prevention, [Pv6

DHCPv6 Guard, ARP
Spoofing Prevention

Firm will submit OEM
certificate.

Management CLI, SNMP v1/v2/v3, |Firm will submit OEM
Protocol TFTP, Syslog, SMON, |certificate.
DHCP Server,
RMONv1l/ v2, WebUI,
LLDP/LLDP-MED,
QoS QoS: WRR, 802.1Qbb
Priority-based Flow,
802.1p CoS DSCP, SRR
scheduling
Operating -5°C to +45°C Firm will submit lab test
Temperature certificate of Govt. lab or
— -{ NABL or ILAC accredited
Operating Upto 95% laboratories
Humidity
(RH)(%)

wy%% @4/424/@5
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Specifications | Values Trial Directives

- IPv6 Ready Yes Firm will submit
from day one OEM certificate.
and dully
certified

On site OEM As per user requirement

warranty A O /7

/§ *"’L\_h: :
(WO/R{ﬁ T.George) (Manpal Singh, AC) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB

\w‘*&/ o " /dé% ,&,

(K.Saha, Addl.Director) (TC. Kamlesh Kumar) (Vikas ryaDC) (Sunil Kr Singh) (Dr.M.M.Gosal,SSO)

DCPW NSG CISF DC(Comn),CRPF BPR&D
A
%y
i (Yn—" : /
(S.D dey) awal) (Syed Mohd Husnain) (Zulfiquar Hasan),IPS
DIG(IT), CRPF IG(Comn), CRPF IG(Comn&lIT),CRPF SDG(OPS),CRPF

A% oved/ Nlot Approved

(Kuldie:)p Singh, IPS)
DG, CRPF



QRs/TDs of Layer 2 Access Switch 24 Ports (PoE+)

Specifications Value Trial Directives
Type of Switch Managed / Web BOO will check
Managed practically with
software console
and verify with
OEM technical
brochure.
Technology PoE+ BOO will check
: : = practically and
Number of 1G 24 verify with OEM
Copper Ports technical brochure.
Number of 10G 2
Copper Ports
No. of 1 G SFP Port 0
(Uplink)
No. of 10 G SFP+ 2
Port (Uplink)
Multi-Gigabit Yes
Support
Redundant Power Yes
supply
(from day one)
Console Port Available

Switching Capacity -
Non Blocking

128 Gbps or more

Throughput

95 Mpps or more

BOO will check

Operating System

Available

A

practically with
software console
and verify with
OEM technical
brochure.
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Specifications Value Trial Directives
Basic Layer-3 Static. RIPvl [Firm will submit
Protocol /v2,RIPng,OSPF, Routed OEM certificate.
Access, VRRP v2/v3,
ECMP, IGMP vl/v2/v3,

MLD vl/v2, 8K static routes
and up to 256 IP interfaces

Security Feature

SSH,SSL,IEEE 802.1X
Web-based authentication,
STP BPDU Guard and Root
Guard ,DHCP Snooping IP
Source Guard Dynamic ARP
Inspection IP/MAC/ port
binding, RADIUS/TACACS+
Port security Storm control
ACLs.

Management Web user interface-
Protocol (HTTP/HTTPS)

SNMP versions 1, 2¢, and 3

with support for traps, and

SNMP v3), RMON
QoS 8 hardware queues Strict

priority and Weighted

Round-Robin (WRR) Port

based; 802.1p VLAN priority

based IPv4 /v6 P

precedence/ToS/DSCP

based DiffServ; classification

and remarking ACLs
Operating -5°C to 45°C Firm will submit lab
Temperature test certificate of
Range (Degree C) Govt. lab or NABL

r ILAC accredited

Operating 95% RH laboratories.
Humidity (RH)(%)
IPv6 Ready from Yes BOO  will verify
day one and dully OEM technicall
certified = o lbrochure.




3.

: Specifications Value Trial Directives
P PoE Power Budget | as per user requirement BOO  will verify
( Watt ) OEM technical
brochure.
on Site OEM As per user requirement Firm will submit
Warranty OEM certificate.
W o % -
(WO/RM. Mathew T.George) (Manpal Singh, AC) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB
(K.Saha, Addl.Director) (TC. Kamlesh K%ar] (Vlkas;b( %IC) (Sunil Kr Singh) (Dr.M.M.Gosal,SSO)
DCPW NSG CISF DC(Comn),CRPF BPR&D
'/
ol ;
dra'ﬁ awal) (Syed Mohd Husnain) (Zulfiquar Hasan),IPS
DIG(IT), CRPF (Comn), CRPF IG(Comn&iIT),CRPF SDG(OPS),CRPF

Am\);A /Not Approved

/

(Kuldiep QM//

ngh, IPS)
DG, CRPF
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QRs/TDs of Layer 2 Access Switch 48 Ports

Specification Value Trial
Directives
Type of Switch Managed 00 will
heck
Technology Non PoE practically
with
Number of 1G Copper 48 software
Ports console and
verify with
Number of 10G Copper 2 OEM
Ports technical
brochure.
No. of 1 G SFP Port(Uplink)| O
No. of 10 G SFP+ Port 2
(Uplink)
Multi-Gigabit Support No
Redundant Power supply | Yes
( from day one)
Console Port Available

Switching Capacity -Non
Blocking

Minimum 176 Gbps

Throughput Minimum 130 Mpps
Operating System Available

Dedicated Stacking Not Applicable
Port/Slot ( from day one)

Stacking Bandwidth Not Applicable
(Gbps)




Specification | Value Trial Directives
Basic Layer- | Static. RIPvl /v2,RIPng,OSPF, Firm will
3 Protocol Routed Access, VRRP v2/v3, submit OEM

ECMP, IGMP vl/v2/v3, MLD certificate.

vl/v2, 8K static routes and up to

256 IP interfaces
Security IEEE 802.1X ,Web-based
Feature authentication, STP BPDU Guard

and Root Guard, DHCP Snooping,

SSH, SSL, IP Source Guard,

Dynamic ARP Inspection,

IP/MAC/port binding,

RADIUS/TACACS+, Port security,

Storm control, ACLs.
Management | Web user interface-
Protocol (HTTP/HTTPS), SNMP versions 1,

2¢c, and 3 with support for traps,

and SNMP v3 User-based Security

Model (USM), RMON
QoS 8 hardware queues, Strict priority

and Weighted Round-Robin

(WRR), Port based; 802.1p VLAN

priority  based; IPv4/v6 IP

precedence/ToS/DSCP based;

DiffServ; classification and

remarking ACLs
Operating -5°C to +45°C Firm will submit
Temperature lab test
Range certificate of

- ovt. lab or
Operating Upto 95% NABL or ILAC
Humidity accredited
(RH)(%) laboratories.
IPv6 Ready | Yes Firm will submit
from day one OEM certificate.
and dully
certified P
D-"J
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w Specification | Value Trial Directives
On Site OEM As per user rcquiremcnt Firm will submit
Warranty OEM certificate.
A N
S /% ’%/ Agﬁg’
(WO/RM. Mathew T.George) (Manpal Singh, AC) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB

P A R

(K.Saha, Addl.Director) (TC. Kamlesh K ar) (Vika C) (Sunil Kr Singh) (Dr.M.M.Gosal,SSO)
DCPW NSG CISF DC(Comn),CRPF BPR&D

‘ll A
(S.D.Partdey) (Vir Agra al( (Syed Mohd Husnain) (Zulfiquar Hasan),IPS
DIG(IT), CRPF mn), CRPF IG(Comn&IT),CRPF SDG(OPS),CRPF

Amc\)}'pved/ Not Approved

(Kuldiep"Singh, IPS)
DG, CRPF



QRs/TDs of Layer 3 Access Switch 24 Ports

* Specification Values Trial Directives
Maximum Number of Access | 24 BOO will check
/Downlink Ports practically with

software console
and verify with
OEM technical

brochure.
Type of Switch Non PoE BOO will check
practically and
Number of 10/100/1000 | 24 verify with OEM
Base-T Ports technical
brochure.

Number of Multi-Gigabit |As per user
Ports requirement

Number of 1 G Base T Ports |[As per user
(Uplink) requirement
Number of 1 G SFP / Base X |As per user
Port (Uplink) requirement

Number of 10 G Base T Port |As per user
(Uplink) requirement

Number of 10 G SFP+ Port Minimum 2
(Uplink)

Number of 40 G QSFP+ Port |As per wuser
(Uplink) requirement

—_—

Number of 100 G QSFP 28 |As per user
Port (Uplink) requirement

Management Port (RJ 45/RS | Yes

232/USB)

RAM Minimum 1024
MB

Flash Memory Minimum 1024

Al O ST SR
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Specification Values Trial Directives
9K MTU Supported (Minimum) | Yes BOO will check
Raeanm e practically  with
Console Port Yes software console
nd verify with
Redundant Power supply Yes OEM  technical
brochure.
Redundant Power Supply Type | Internal
Redundant Power Supply (Hot | Yes
Swappable)
Redundant Fan Yes
Number of Open slot for | 1
additional Interface Card
Operating System Yes
Dedicated Stacking Yes
Stacking Bandwidth Minimum
80Gbps
Switching Capacity / | Minimum
Forwarding Bandwidth (Non | 128Gbps

Blocking / Line Rate /Wired
Speed) 2x (Numbers of access
ports + Number of Uplink
Ports)

Throughput /  Forwarding

Minimum 95

Performance Mpps
Layer 2 Protocols 802.1Q
VLAN,LAG

Number of VLAN Supported

Minimum 512

Number of VLAN IDs Minimum
Supported 4000
Number of IPV4 Routes Minimum

1600

o Z A 4
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v Specification Values Trial Directives

Number of IPV6 Minimum 5000 BOO will check

Routes practically with
software console

Number of Mac Minimum and verify with

Address Supported 32K OEM technical
brochure.

Basic Layer-3 Static Routing, RIPv1,

Protocol from day 1 | RIPv2,BGP,
OSPFv2,0SPFv3,RIPng

Advance Layer-3 OSPFv2,0SPFv3,PBR,
Protocol from day 1 BGP,BGP4,1S-1S,PIM-
SM,PIM-SSM

Premium Layer-3 BGP,IS-IS,PIM-
Protocol from day 1 | SM,PIM-SSM,VRF Lite

Security Feature RA Guard, DHCP
Snooping, Dynamic
ARP

Inspection,ACL,802.1x
,RADIUS/ TACACS,
Port Security, BPDU
Guard, VRF Lite,

IGMP snooping
Management GUI,CLI,Telnet, TFTP,,
Protocol SNMPv1,SNMPv2/
V2C,SNMPv3,NTP,Ope
nflow

1.3,RMON,SSHv2

QoS 802.1p,SP,Queues per
port, WRED/ WTD,
Shaping, Policing /
Rate Limiting

Dimension / Form 1 BOO will check
Factor (1U) practically with
software console

End verify with

EM technical
rochure.

B Ty I Y-
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¢ ISpeciﬂcation Values Trial Directives
Certification NDPP or EAL2 BOO will check practically
or ISO or with software console and
equivalent verify with OEM technical
brochure.
MTBF (Year) i) BOO will verify OEM
technical brochure.
Operating -5°C to 45°C Firm will submit lab test
Temperature certificate of Govt. lab or
NABL or ILAC accredited
Operating Humidity 95 (%RH) laboratories.
[Pv6 Ready fromday 1 | Yes Firm will submit OEM
certificate.
On Site OEM | As per user Firm will submit OEM
Warranty requiremen(’\ ferj'tiﬁcate.

>

\‘\-/ 'l
(WO/RM. m T.George) (Masrfpal Singh, AC) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB
(K.Saha, Addl.Director) (TC. Kamlesh K ar} (Vik DC) (Sunil Kr Singh) (Dr.M. Gosa_l ,SS0)
DCPW NSG CISF DC(Comn),CRPF BPR&D

' Vyf /W
1 ‘(’1‘-""’
(S.D:Pandey) { dra%éxla al) (Syed Mohd Husnain) (Zulfiquar Hasan),IPS

DIG(IT), CRPF IG(Comn), CRPF IG(Comn&IT),CRPF SDG(OPS),CRPF

Anmé‘d/ Not Approved
vV

(Kuldiep \Bingh, IPS)
DG, CRPF




QRs/TDs of Layer 3 Core Switch 24 Ports

Specification

Value

Trial Directives

Type of Core Switch

Non Chassis Based

No. of Interface Slots 0
No. of MPU/SUP/Fabric | O
Slots

(With redundancy)

No. of Power supply (with | 2
redundancy)

No. of FAN Tray 4
No. of 1G/10G SFP+ Port | 24
No. of 1000 base-T Ports 0
Support for 40G QSFP+ | Yes

Port

Number of 40G QSFP+
Port

As per user
requirement

Support for 100G QSFP+
Port

Yes

Number of 100 G QSFP+

As per user

BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Port requirement

Console Port Available

Modular OS Available Firm will submit
OEM certificate.

Support for virtual No

Chassis

Switching Capacity

Minimum 2{}0£\Gbps

\lﬁ*‘/é’ :
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Specification | Value Trial Directives
Throughput Minimum 1000 Mpps Firm will submit
OEM certificate.
Advance MPLS,BGP6,VXLAN,OSP, PIM Firm will submit
Layer-3 OEM certificate.
Protocol
Security ACL,RADIUS/ TACACS, Port Firm will submit
Feature Security, BPDU Guard, IGM, CoPP, OEM certificate.
DNAT, RAGua
Management | SSHv2, RADIUS, GUL,CLI, Telnet,  [Firm will submit
Protocol TFTP,SNMP v1, v2/v2c,SNMP v3, OEM certificate.
NTP,RMON, SSHv2
QoS ECN,SCHEDULING,PIM-SM,
802.1p,Queues per port, Sflow,
SNTP,Shapincg, Policing/Rate
Limiting
Dimension / 1 BOO will check
Form practically and
Factor(RU) verify with OEM
technical brochure.
Wattage 260 Watt BOO will check
practically with
software  console
and verify with
OEM technical
brochure.
Operating 0° to 45°C Firm will submit
Temperature lab test certificate
of Govt. lab or
Operating 95% NABL or ILAC
Humidity (RH) accredited
laboratories.

w2 }?"%@%/%ﬂ%
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X Specification | Value Trial Directives

[Pv6 Ready Yes Firm will submit

OEM certificate.
On site OEM As per user require t
warranty E | 0

)
~—F0 % 43 e
(Martpal Singh, AC)

(WO/RM. Mathew T.George) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB

B AN AT,

(K.Saha, Addl.Director) (TC. Kamlesh K ) (Sunil Kr Singh) (Dr.M.M.GoséJ,SSO]
DCPW NSG C DC(Comn),CRPF BPR&D

3,‘5

( )
(S.D.PJndey} endra Agrawal) (Syed Mohd Husnain) (Zulfiquar Hasan),IPS

DIG(IT), CRPF DIG(Comn), CRPF IG(Comn&IT),CRPF SDG(OPS),CRPF

Ap{)})[dl‘/ Not Approved

(Kuldiep“Singh, IPS)
DG, CRPF



QRs/TDs of Layer 3 Access Switch 48 Ports

Specification Values Trial Directives
Maximum Number of Access 48 BOO will check
/Downlink Ports practically with
software console
and verify with
OEM technical
brochure.
Type of Switch Non PoE
Number of 10/100/1000 48
Base-T Ports
Number of 1 G Base T Ports As per user
(Uplink) requirement
Number of 1 G SFP / Base X As per user
Port (Uplink) requirement
Number of 10 G Base T Port As per user
(Uplink) requirement
Number of 10 G SFP+ Port Minimum 4
(Uplink)
Number of 40 G QSFP+ Port As per user
(Uplink) requirement
Number of 100 G QSFP 28 As per user
Port (Uplink) requirement
Management Port (RJ 45/RS Yes BOO will check
232/USB) practically and
—wverify with OEM|
RAM Minimum 1024 Mb [technical
brochure.
Flash Memory Minimum 1024 Mb
9K MTU Supported (Minimum) | Yes
Console Port Yes
) =2 -

N
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Specification Values Trial Directives
Redundant Power supply As per user [Firm will submit
requirement OEM certificate.

Redundant Power Supply Type

Not applicable

Redundant Power Supply (Hot As per user

Swappable) requirement

Redundant Fan As per user
requirement

Redundant Fan (Hot As per user

Swappable) requirement

Number of Open slot for As per user

additional Interface Card

requirement

Operating System Yes BOO will check
practically with
software console
and verify with
OEM technical
brochure.

Dedicated Stacking Yes Firm will
submit OEM

Stacking Bandwidth Minimum 80 Gbps | certificate.

Switching Capacity /
Forwarding Bandwidth (Non
Blocking / Line Rate /Wired
Speed) 2x (Numbers of access
ports + Number of Uplink
Ports)

Minimum 176 Gbps

Throughput
Performance

/

Forwarding

Minimum 130Mpps

Layer 2 Protocols

802.1Q VLAN

Number of VLAN Supported

Minimum 1024

Number of VLAN IDs
Supported

Minimum 4000

w/*"//%

5o

g U




g9

[Speciﬁcation

Values

Trial Directives

Number of IPV4 Routes

Minimum 16000

Firm will

Number of IPV6 Routes

Minimum 5000

submit OEM

certificate.

Number of Mac Address
Supported

Minimum 32K

Basic Layer-3 Protocol from
day 1

Static
Routing,RIPv1,RIPv2,0SP
Fv2

Advance Layer-3 Protocol
from day 1

OSPFv2,PBR,PIM-SM

Premium Layer-3 Protocol
from day 1

MPLS,BGP,BGP4,1S-IS,IS-
ISv6,PIM-SM, PIM-
SSM,VRF Lite

Security Feature

DHCP Snooping, Dynamic
ARP
Inspection,802.1x,RADIU
S/ TACACS

Management Protocol

GUI,CLI,Telnet, TFTP,,SN
MPv1,SNMPv2/
V2C,SNMPv3,NTP,RMON,

SSHv2,Single IP
Management
QoS 802.1p,SP,Queues per

port, Shaping, Policing /
Rate  Limiting, Strict
Priority Queuing or Low
Latency Queueing

PoE Power Budget (Watt)

As per user requirement

Dimension / Form Factor
(RU)

1

Certification

NDPP or EAL2 or ISO or
equivalent

¢ (ol 162




. Specification Values Trial Directives
[ Mean Time Between | 7 year BOO will check OEM
Failure MTBF technical brochure
Operating Temperature -5°C to 45°C Firm will submit lab
test certificate of
Operating Humidity Upto95% Govt. lab or NABL or
(Y%RH) ILAC accredited
laboratories.
[Pv6 Ready from day 1 Yes BOO will check OEM
technical brochure.
On Site OEM Warranty As per user |Firm will submit
requireﬁnt O OEM certificate.

— A i
K%\g N
(WO/RM. Mathew T.George) (Manpal Singh, AC) (Sonare Pratik C, AC) (Arjun Singh, AC)
Assam Rifles CRPF BSF SSB

(K.Saha, Addl.Director) (TC. Kamlesh (Sunil Kr Singh) (Dr.M.M. Gosal ,SS0)
DCPW NSG DC(Comn),CRPF BPR&D

ar) (VlkanqaC}
CISF

&
L4 (1

a Agrawal) (Syed Mohd Husnain) (Zulfiquar Hasan),IPS
G(Comn), CRPF IG(Comn&IT),CRPF SDG(OPS),CRPF

(S.D: dey)
DIG(IT), CRPF

ApprAd /Not Approved

(Kuldiepy Singh, 1PS)
DG, CRPF



§4¢

QRs/TDs of HCI Servers

Specification

Type of HCI offered

Values

Trial
Directives

Generic node HCI
(Consisting both
Compute and
Storage)

Total usable Cores available
(After installation of HCI
software resources required for
solution) in the offered solution

Minimum 40

HOEM

BOO will check
practically with
console software
and verify with
technical
lbrochure.

Total usable Storage in TB
available without using De-
duplication, Compression (after
installation of HCI software
resources required for solution)
in the offered solution

Minimum 8

Total usable RAM in GB
available (after installation of
HCI software resources required
for solution) in the offered
solution

Minimum 512 GB

Types of data copies across
Cluster available in the offered
solution

Number of Nodes offered in HCI
Cluster

Number of Sockets offered per
Node

Minimum 2

Number of Cores per Sockets

Minimum 20

system

Number of populated Processor 2
per Node
Type of Processor offered in the Intel Skylake/

Xeon or  better
series or equivalent
AMD.(As per user
requirement)

Indicate Processor Model

number with Make

e

ST eon

Minimum 3.2 GHz,
24.75 M cache or
better
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Specification Values Trial Directives
Type of storage media offered | SSD Drives BOO will check
with the solution practically  with
onsole  software
Total Storage capacity (RAW) | Minimum 9.6 TB and  verify “f’ith
offered per node OEM technical
brochure.

Storage capacity offered per
node with SSD drives

Minimum 9.6 TB

Storage Scalability per node
with SSD drives

Minimum 9.6 TB

RAM Capacity (Raw) offered
per node

Minimum 512 GB

RAM scalability per node

Minimum 1536 GB

No of cache drives per node As per user
requirement

Cache offered per node in GB As per user
requirement

Cache scalability per node in | As per user

GB requirement

Number of Network ports per
node

Minimum 4

Pt

o
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Specification Values Trial Directives
Throughput Per Network port Minimum 10 Gbps [BOO will check
practically  with
Type of Network port SFP+ console  software
S . and verify with
Uplink Connectivity for HCI | SFP+ SEMh technical
Solution el
HCI Interconnect Switches
Number of L2 Switches to be | 2 BOO will check
offered for Interconnection all practically  with
the Network Ports in the console software
Cluster and verify with
EM technical
Indicate Switch Model number | L2 Switch L2 brochure.
with Make
Throughput Available per port 10 Gbps

Number of Available Ports for
10 Gbps throughput per
Switch

Minimum 16

Number of Enabled Ports for

Minimum 8

10 Gbps throughput per

Switch

Number of Available Ports for | As per user
25 Gbps throughput per | requirement.
Switch

Number of Enabled Ports for | As per user
25 Gbps throughput per | requirement.
Switch

Number of Available Ports for | As per user
40 Gbps throughput per | requirement.
Switch

Number of Enabled Ports for As per user
40 Gbps throughput per requirement.

Switch

Number of Available Ports for As per user
100 Gbps throughput per frequirement.

Switch

3
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Specification Values Trial Directives

Number of Enabled Ports for 100 As per user BOO will check

Gbps throughput per Switch requirement. |practically with console
software and verify with
OEM technical
brochure.

IOPS delivered at 70:30 Read: | Minimum Firm will submit OEM

Write Ratio on 8K block size with | 5000 or [certificate.
latency of 5ms maximum for | better
each node

Scalability: Any additional node/ | Yes
storage/ RAM added to the
cluster to augment
compute/storage/ memory
capacities, the same performance
per node on upgraded node/
Storage /| RAM

Additional performance As per User
parameter requirement

HCI Features 1 1. HCI have all the features of |BOO will check
offered industry standard |practically with console
hypervisor software and verify with
2. HCI have independently |OEM technical
scale storage and compute as |brochure.

and when needed without any
downtime.

3. HCI have mechanism for
Metadata protection for all
offered nodes within the
cluster so as to provide high
availability and no single
point of failure.

S. HCI supports  thin
provisioning of both storage
entities and virtual machine
hard disks

6. HCI provides automatic
failover in case of hardware

failure.
7 VLAN for networking and
integrated VM IP"s

Management capabilities
8. HCI has security
compliance methodology to
ensure highly secure
environment.
9. HCI has data replication
with WAN optimization.
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Specification

Values

Trial Directives

HCI Features
2

1. HCI provides management through
a remote/On premise GUI console.
Also provides storage, compute &
hypervisor metrics on a per VM /Node
level as well as health and monitoring
of entire platform.

2. Platform support LDAP Active
Directory integration. The clients
installed on any major Operating
System.

3. Platform supports monitoring via
SNMPv3, email alerting via SMTP.

4. Capable of creating instant
snapshots of virtual machines and
maintaining  multiple copies of
snapshots & clones

5. Capability to support native
VM/HCI level replication for installed
Hypervisor

6. Storage policy on individual VM will
provide enhanced performance and
flexibility to end user for better storage
management.

BOO will check
practically with
console software
and verify with
OEM technical
brochure.

HCI Features
3

1. Redundant components with no
single point of failure in the system

2. Single management tool supports
multiple clusters

3. Management tool is built into the
solution, scales with the cluster

4. HCI having built-in-security for data
5. HCI capable to sustain single power
supply failure.

BOO will check
practically with
console software
land verify with
OEM technical
brochure.

HCI Features
4

1. VM /Node-centric
management.

2. Fault tolerance and proactive high
availability.

3. Supports DRS, Distributed switch

4. Stretch cluster support

5. Management platform provide out of
the box automation and orchestration
for appliance based operational tasks.
6. Automated disaster recovery.

7. Support for VM or APP consistent
snapshot/backup.

8. Application Lifecycle Manaﬁcme\nt.

policy-based

BOO will check
practically with
console software
and verify with
OEM technical
brochure.
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Specification Values Trial Directives

HCI Features 5 | 1. Data at Rest Encryption. BOO will check
2. Management tool is built into |practically with
the solution, scales with the |console software and
cluster, and does not require |verify with OEM

separate hardware infrastructure.
3. Integrated/Software  based
Remote Data recovery/Replication
solution.

4. Data Integrity Checks.

5. Management tool provides
visibility of network infrastructure.
6. Integrated management for

hyper converged infrastructure
and wvirtual environments with
Storage &

Compute/Storage/Network /Comp
ute.

7. Intelligent data distribution
across all nodes and uniform
capacity utilization across all

nodes at all time.

technical brochure.

Additional
features of HCI

Backup functionality to be enabled
from day-1.

Any additional licenses/ Appliance
required to be quoted.

Firm will submit
OEM certificate.

Encryption at VM level
Supports Yes
Supported Yes
industry

protocols by
HCI

HCI capability
to support
File/Block
Services and
file /block
replication
across clusters

As per user requirement.

Inline data
Compression &
Reduplications
function
licenses

Unlimited

Z

Firm will submit OEM
certificate.
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