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Don't click the links 

SI/T Joby K K 

 

ISRO Was Attacked By North Korean Hackers Just Days Before-

Chandrayaan 2 Moon Landing Attempt 

 

September was a crucial month for ISRO and its scientists, who were working hard 

on Chandrayaan 2 Moon mission. But as the space agency was trying to land the 

Vikram lander on the Moon, its system was attacked by North Korean hackers. 

ISRO's systems were attacked by North Korean hackers during the Chandrayaan 2 

Moon mission, which started on July 22 and ended on September 7. According to 

YashKadakia, the founder of a Mumbai-based cybersecurity company, the same 

server which was used to send phishing emails to senior scientists of the Kudanku-

lam Nuclear Power Plant was used to send similar emails to an ISRO scientist and 

other officials on various boards of the space agency. 

Kadakia says that the target received the link via emails and they clicked on it. He 

further noted that his company has the email address of the targeted ISRO scien-

tist and they have shared it with the National Critical Information Infrastructure 

Protection Centre (NCIIPC) so they can look into it and investigate. 

Following these reports, ISRO has indeed confirmed that they were alerted about a 

possible breach by CERT-In during the Chandrayaan 2 mission. But ISRO official 

also got the alert and Cybersecurity team got into action and checked the whole 

thing and they found unaffected. 

But Cybersecurity experts commented that such an alert would only come from 

CERT-In if there was an actual intrusion into its systems, which was the case with 

the Kudankulam Nuclear Power Plant. So  it has now been confirmed that ISRO 

was attacked North Korean hackers and they were alerted about the breach just 

days before they attempted to land Chandrayaan 2's Vikram lander on the moon. 

Since the ISRO officials didn't give details about the breach, it is hard to tell exactly 

what the hackers were trying to accomplish. The ISRO officials have noted that 

they have checked and their systems are unaffected, but they didn't explicitly men-

tion what did they do after the alert and what precautionary measures they have 

taken to make sure this doesn't happen again. 

Of course, we are aware about such crime but this is a good time to remind us to 

beware of phishing emails. So, don't click the links that may you receive in an 

email from a random and unknown sender. 
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DSRC Technology 

ASI/T Nitin Kr Tripathi 
 

DSRC (Dedicated Short-Range Communications) is a wireless communica-
tion technology that enables vehicles to communicate with each other and 

other road users directly, without involving cellular or other infrastructure. 
Each vehicle sends 10 times per second its location, heading and speed in a 

secure and anonymous manner. All surrounding vehicles receive the mes-
sage, and each estimates the risk imposed by the transmitting vehicle. Risks 
are defined as “safety applications” such as Left Turn Assistance (LTA), In-
tersection Movement Assistance (IMA) and many others. 

DSRC was designed for maximal cyber security. The receiving vehicle vali-
dates the authenticity of the received messages. The messages aren’t linka-
ble to the vehicle, don’t expose its identity and therefore don’t violate the 
driver privacy. 

A dedicated spectrum of 75MHz in the 5.9 GHz band, was allocated for Intel-
ligent Transportations Systems (ITS), specifically for DSRC technology. 

DSRC technology has been standardized, implemented and thoroughly 
tested for V2X applications for more than a decade. Products are ready, and 

a large DSRC ecosystem providers a full suite of interoperable solutions. 
Key advantage of DSRC is to “see around corners” (Non-Line-Of-Sight) as no 
other sensor is able to. It is optimized for high mobility even in presence of 

obstructions, handling fast-changing environment at speeds as high as 500 
km/h. It has been shown a range over 1km is routinely achievable. 

DSRC provides a key foundation for V2V and V2I safety by enabling connec-

tivity between road users that have, until now, never been linked in large 
scale. DSRC can ensure a common interoperable safety standard for ve-
hicles, regardless of size, make and model, to help avoid crashes, optimize 
traffic flow, and reduce congestion. 

Application of DSRC

 

https://www.auto-talks.com/product/craton2/
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1. Vehicle to Infrastructure (V2I) 

Vehicle-to-infrastructure (V2I) technology is a communication framework that 
enables several vehicles to share information with a variety of devices supporting 
the highway system of a particular country. These devices consist of RFID readers, 
signage, cameras, lane makers, streetlights, and parking meters among others. 
Enabled by a network of hardware, software, and firmware, the V2I technology is 
typically wireless and bi-directional information from infrastructure devices is easi-
ly transmitted to the vehicle through an ad-hoc network and vice versa. Similarly to 
the vehicle to vehicle (V2V) technology, the V2I employs dedicated short-range 
communication (DSRC) frequencies in the transmission of data.  

V2I sensors are used in intelligent transportation system (ITS) to capture data and 
issue road users with real-time advisories about various incidents on the road traf-
fic congestions, construction sites, road conditions, parking zones. The technology 

is employed in traffic management supervision systems to set speed limits and 
modify signal phase and timing (SPaT) to improve fuel economy as well as flow of 
traffic. 

How does V2I work? 
The functional architecture of the V2I system is based upon certain performance 
requirements. There are numerous elements upon which the V2I system is built. 
There are two main componentsan infrastructure application component which is 
housed and on the infrastructure application platform and a vehicle application 
component which is housed in the vehicle application platform. These components 
integrate and process both the infrastructure and vehicle data to deliver a coordi-
nated message to drivers. Data is shared through a wireless data interface. 

V2I and SPaT 

More emphasis on the application of V2I is done on SPaT. The SPaT applications 
focus on the capability of the V2I technology to coordinate the driving speed with 
the patterns of a traffic light to optimize the vehicle’s fuel economy and its speed. 
There are several benefits of this application: by integrating information from vari-
ous vehicles, the SPaT patterns are optimized to enable the optimal flow of vehicles 
on high-traffic highways. Also, the fuel conomy of the car is maximized by minimiz-
ing the consumption of fuel during starts and drops. 

Conclusion 
In conclusion, the main objective of V2I is to create a communication network be-
tween several vehicles on roads and between the vehicles and roadside compo-
nents/devices (infrastructure) to improve safety, convenience, and efficiency. This 
technology enables a direct connectivity between several vehicles and infrastruc-
ture within a defined vicinity. Safety is the main objective of implementing V2I sys-
tems on the road which enables avoidance or collisions hence saving lives. With 
this technologies, automated emergency maneuver such as steering, decelerating, 
and braking is easily affected. Since V2I is essentially a concept, upon its imple-
mentation, road fatalities would be significantly reduced as well as costs incurred 
on health care. 

 

 

 

https://blog.rgbsi.com/what-to-know-about-v2v-technology
https://www.fcc.gov/wireless/bureau-divisions/mobility-division/dedicated-short-range-communications-dsrc-service
https://www.fcc.gov/wireless/bureau-divisions/mobility-division/dedicated-short-range-communications-dsrc-service
http://www.internetofthingsfaq.com/glossary/signal-phase-and-timing-spat/
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10 Interesting facts about CH-47 Chinook helicop-

terHC/RO Shakil Ahmed

 
CH 47 Chinook helicopter is an advanced 

multi-mission helicopter inducted in the 

Indian Air Force. On 8 July, 2019, 

American aerospace Boeing announced 

the arrival of two new heavy-lift Chinook 

helicopters for the Indian Air Force at the 

Mundra port in Gujarat. Let us tell you 

that Boeing has delivered the first four of 

the 15 Chinooks on order which were inducted by the IAF in March. Do you 

know about the key features of CH-47 Chinook helicopter. 

 

 
CH 47 Chinook helicopter can deliver heavy payloads to high altitudes and 

is suited for operations in high Himalayas. Also, the aircraft has been battle-
tested in diverse, extreme conditions throughout the world.  

The first unit of four heavy-lift Chinook helicopters have been formally in-

ducted in Indian Air Force (IAF). According to Air Chief Marshal BS Dhanoa 
Chinook has been procured with India specific enhancements and can carry 
out military operations even at night also. India faces several security chal-

lenges but Chinook has a capability to lift vertically even across a diversified 
terrain which will be a boom to India.  

10 Interesting facts about Chinook Helicopter 
 
1. Chinook is a significant force multiplier for the Indian Air Force and can 

operate in different terrains and conditions. It has a capability to airlift the 
M777 lightweight howitzers that have been inducted last year in the Indian 

Army's Artillery. 
 
2. The payload capacity of Chinook is about 10 tone. These helicopters are 

expected to lift artillery, vehicles, road construction and engineer equipment 
as well as troops and will supply it to mountainous region in North and 
North-East region of India. 

 
3. Chinook can deliver heavy payloads to high altitudes and is suited for 

high Himalayas operations and this will enhance the India's capabilities 
across a range of military and HADR missions. Therefore, it can be operated 
at any time and in all weather. Also, they are suitable for operation in tough 

and dense terrain. 
 
4. The first unit of Chinook is inducted into the IAF on 25 March, 2019 at 

Chandigarh Air Force station 12 Wing. 
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5. Boeing CH-47 is a heavy lift American twin-engined, tandem rotor heli-
copter which serves armed forces of 19 countries and is developed by Ameri-

can rotorcraft company Vertol. 
 
6. The Chinook name came from the Native American Chinook people of 

modern day Washington State. 
 
7. As Chinook helicopters are multi-mission heavy-lift transport helicopters 

they will be able to transport troops, artillery, supplies, equipment on the 
battlefield, ammunition and also barrier materials. 

8. Not only they are used for military operations but also for disaster relief, 
search and recovery operations, medical evacuation, fire-fighting and civil 
development. 

 
9. The Chinook helicopters can carry 11 tones and 45 troops of a maximum 
payload? In an additional, it can also carry under slung load of up to 10 

tones. It has fully-integrated digital cockpit management system, along with 
Common Aviation Architecture and advanced cargo-handling capabilities. 

 
10. As discussed above the Chinook is used by more than 19 countries 
armed forces including the UK, Canada, Japan, South Korea, UAE, Italy, 

Australia, Spain, Netherlands, Greece, US Army, US Army Reserve and the 
National Guard. 
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Concept of python 
HC/RO SAMSHER SINGH 

Python is a high-level, interpreted, interactive and object-oriented scripting 
language. Python is designed to be highly readable. It uses English key-
words frequently where as other languages use punctuation, and it has 

fewer syntactical constructions than other languages. 

 Python is Interpreted − Python is processed at runtime by the inter-
preter. You do not need to compile your program before executing it. 

This is similar to PERL and PHP. 

 Python is Interactive − You can actually sit at a Python prompt and 

interact with the interpreter directly to write your programs. 

 Python is Object-Oriented − Python supports Object-Oriented style 
or technique of programming that encapsulates code within objects. 

 Python is a Beginner's Language − Python is a great language for 
the beginner-level programmers and supports the development of a 

wide range of applications from simple text processing to WWW 
browsers to games. 

History of Python 

Python was developed by Guido van Rossum in the late eighties and early 
nineties at the National Research Institute for Mathematics and Computer 

Science in the Netherlands. 

Python is derived from many other languages, including ABC, Modula-3, C, 

C++, Algol-68, SmallTalk, and Unix shell and other scripting languages. 

Python is copyrighted. Like Perl, Python source code is now available under 
the GNU General Public License (GPL). 

Python Features 

Python's features include − 

 Easy-to-learn − Python has few keywords, simple structure, and a 
clearly defined syntax. This allows the student to pick up the lan-

guage quickly. 

 Easy-to-read − Python code is more clearly defined and visible to the 
eyes. 

 Easy-to-maintain − Python's source code is fairly easy-to-maintain. 

 A broad standard library − Python's bulk of the library is very port-
able and cross-platform compatible on UNIX, Windows, and Macin-

tosh. 

 Interactive Mode − Python has support for an interactive mode 

which allows interactive testing and debugging of snippets of code. 
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 Portable − Python can run on a wide variety of hardware platforms 
and has the same interface on all platforms. 

 Extendable − You can add low-level modules to the Python inter-
preter. These modules enable programmers to add to or customize 
their tools to be more efficient. 

 Databases − Python provides interfaces to all major commercial data-
bases. 

 GUI Programming − Python supports GUI applications that can be 

created and ported to many system calls, libraries and windows sys-
tems, such as Windows MFC, Macintosh, and the X Window system 

of Unix. 

 Scalable − Python provides a better structure and support for large 
programs than shell scripting. 

Apart from the above-mentioned features, Python has a big list of good fea-
tures, few are listed below − 

 It supports functional and structured programming methods as well 

as OOP. 

 It can be used as a scripting language or can be compiled to byte-code 

for building large applications. 

 It provides very high-level dynamic data types and supports dynamic 
type checking. 

 It supports automatic garbage collection. 

 It can be easily integrated with C, C++, COM, ActiveX, CORBA, and 

Java. 

Python is available on a wide variety of platforms including Linux and Mac 
OS X. Let's understand how to set up our Python environment. 

Local Environment Setup 

Open a terminal window and type "python" to find out if it is already in-

stalled and which version is installed. 

 Unix (Solaris, Linux, FreeBSD, AIX, HP/UX, SunOS, IRIX, etc.) 

 Win 9x/NT/2000 

 Macintosh (Intel, PPC, 68K) 

 OS/2 

 DOS (multiple versions) 

 PalmOS 

 Nokia mobile phones 

 Windows CE 

 Acorn/RISC OS 

 BeOS 

 Amiga 

 VMS/OpenVMS 
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 QNX 

 VxWorks 

 Psion 

 Python has also been ported to the Java and .NET virtual machines 

Getting Python 

The most up-to-date and current source code, binaries, documentation, 
news, etc., is available on the official website of Py-

thon https://www.python.org/ 

You can download Python documentation 
from https://www.python.org/doc/. The documentation is available in 

HTML, PDF, and PostScript formats. 

Installing Python 

Python distribution is available for a wide variety of platforms. You need to 
download only the binary code applicable for your platform and install Py-

thon. 

If the binary code for your platform is not available, you need a C compiler 
to compile the source code manually. Compiling the source code offers 

more flexibility in terms of choice of features that you require in your instal-
lation. 

Here is a quick overview of installing Python on various platforms − 

Unix and Linux Installation 

Here are the simple steps to install Python on Unix/Linux machine. 

 Open a Web browser and go to https://www.python.org/downloads/. 

 Follow the link to download zipped source code available for 

Unix/Linux. 

 Download and extract files. 

 Editing the Modules/Setup file if you want to customize some options. 

 run ./configure script 

 make 

 make install 

This installs Python at standard location /usr/local/bin and its libraries 

at /usr/local/lib/pythonXX where XX is the version of Python. 

 

Windows Installation 

Here are the steps to install Python on Windows machine. 

 Open a Web browser and go to https://www.python.org/downloads/. 

 Follow the link for the Windows installer python-XYZ.msi file where 
XYZ is the version you need to install. 

https://www.python.org/
https://www.python.org/doc/
https://www.python.org/downloads/
https://www.python.org/downloads/
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 To use this installer python-XYZ.msi, the Windows system must sup-
port Microsoft Installer 2.0. Save the installer file to your local ma-

chine and then run it to find out if your machine supports MSI. 

 Run the downloaded file. This brings up the Python install wizard, 
which is really easy to use. Just accept the default settings, wait until 

the install is finished, and you are done. 

Macintosh Installation 

Recent Macs come with Python installed, but it may be several years out of 
date. See http://www.python.org/download/mac/ for instructions on get-

ting the current version along with extra tools to support development on 
the Mac. For older Mac OS's before Mac OS X 10.3 (released in 2003), Mac-
Python is available. 

Jack Jansen maintains it and you can have full access to the entire docu-
mentation at his website − http://www.cwi.nl/~jack/macpython.html. You 

can find complete installation details for Mac OS installation. 

Setting up PATH 

Programs and other executable files can be in many directories, so operat-
ing systems provide a search path that lists the directories that the OS 
searches for executables. 

The path is stored in an environment variable, which is a named string 
maintained by the operating system. This variable contains information 

available to the command shell and other programs. 

The path variable is named as PATH in Unix or Path in Windows (Unix is 
case sensitive; Windows is not). 

In Mac OS, the installer handles the path details. To invoke the Python in-
terpreter from any particular directory, you must add the Python directory 
to your path. 

Setting path at Unix/Linux 

To add the Python directory to the path for a particular session in Unix − 

 In the csh shell − type setenv PATH "$PATH:/usr/local/bin/python" 
and press Enter. 

 In the bash shell (Linux) − type export 
PATH="$PATH:/usr/local/bin/python" and press Enter. 

 In the sh or ksh shell − type PATH="$PATH:/usr/local/bin/python" 

and press Enter. 

 Note − /usr/local/bin/python is the path of the Python directory 

Setting path at Windows 

To add the Python directory to the path for a particular session in Windows 

− 

At the command prompt − type path %path%;C:\Python and press Enter. 

Note − C:\Python is the path of the Python directory 

https://www.python.org/download/mac/
http://www.cwi.nl/~jack/macpython.html
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Python Environment Variables 

Here are important environment variables, which can be recognized by Py-

thon − 

Sr.No. Variable & Description 

1 
PYTHONPATH 

It has a role similar to PATH. This variable tells the Python interpreter 
where to locate the module files imported into a program. It should in-

clude the Python source library directory and the directories containing 
Python source code. PYTHONPATH is sometimes preset by the Python in-
staller. 

2 
PYTHONSTARTUP 

It contains the path of an initialization file containing Python source 

code. It is executed every time you start the interpreter. It is named as 
.pythonrc.py in Unix and it contains commands that load utilities or 
modify PYTHONPATH. 

3 
PYTHONCASEOK 

It is used in Windows to instruct Python to find the first case-insensitive 

match in an import statement. Set this variable to any value to activate 
it. 

4 
PYTHONHOME 

It is an alternative module search path. It is usually embedded in the PY-

THONSTARTUP or PYTHONPATH directories to make switching module 
libraries easy. 

Running Python 

There are three different ways to start Python − 

Interactive Interpreter 

You can start Python from Unix, DOS, or any other system that provides 
you a command-line interpreter or shell window. 

Enter python the command line. 

Start coding right away in the interactive interpreter. 

$python # Unix/Linux 
or 
python% # Unix/Linux 

or 
C:> python # Windows/DOS 
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ISRO'sNaVIC Navigation Ready For Commercial Use 

HC/RO S Karumani Nathan

When it comes to navigation GPS, the global positioning system developed by the 

US Government is the global standard. Though there are other services like Gallil-

ion and Baidu, but they haven't been successful in capturing the market except for 

their origin. However, the Government of India has been working with its own navi-

gation system called NaVIC, which is now ready for commercial use. 

 

 

 

According to a report from ToI, India's own navigation technology NaVIC has been 

approved for commercialization by 3GPP -- the global standard body for mobile and 

telephony protocols. With this permission in hand, NaVIC can be integrated into 

devices like smartphones and tablets. 

The 3rd Generation Partnership Project or 3GPP approved the use of Rel-16 LTE 

and Rel-17 5G NR specifications to NaVIC in a meeting held at California. Tele-

communications Standards Development Society, India or TSDSI. This technology 

was developed by the Indian space agency ISRO. The NaVIC or Indian Regional 

Navigation Satellite System (IRNSS) can be used to offer specific positioning infor-

mation for marine, terrestrial, and areal navigation. The technology can also be 

used to monitor vehicles and can be incorporated into electronic devices. 

NaVIC Still Has A Lot To Prove Unlike GPS, NaVIC just has eight satellites, which 

can cover 1,500KM distance and these satellites will be geosynchronous with one 

another. Each of these satellites will have three rubidium atomic clocks to provide 

the most accurate location data. As of now, the navigation data from NaVIC will be 

limited to the Indian territory, unlike GPS which is available from Greenland to Ire-

land 

 

Currently, eight satellites are already in orbit. Seven satellites are being used for 

navigation purposes and one satellite only for messaging purposes. Some apps 

based on NaVIC are already functional and being immensely used. Soon, ISRO will 

bring out more NaVIC apps that will benefit to the common man. 
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Technical Quiz 
R&D Team 

1. Which of the following is the most viral section of the internet? 

a) Chat Messenger 

b) Social networking sites 

c) Tutorial sites 

d) Chat-rooms 

 

2. Which of the following is not an appropriate measure for securing social 

networking accounts? 

a) Strong passwords 

b) Link your account with a phone number 

c) Never write your password anywhere 

d) Always maintain a soft copy of all your passwords in your PC 

 

3. Which of them is a proper measure of securing social networking ac-

count? 

a) Never keep your password with any relevant names 

b) Keep written records of your passwords 

c) Keep records of your password in audio format in your personal cell-

phone 

d) Passwords are kept smaller in size to remember 

 

4. ________________ is a popular tool to block social-media websites to track 

your browsing activities. 

a) Fader 

b) Blur 

c) Social-Media Blocker 

d) Ad-blocker 

5.Try to keep your passwords without meaning so that _____________ attack 

becomes almost impossible to perform successfully. 

a) social engineering 

b) phishing 

c) password guessing 

d) brute force 
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6. Increase your security for social media account by always ____________ as 

you step away from the system. 

a) signing in 

b) logging out 

c) signing up 

d) logging in  

7.Part of the social media sites are the various games & 3rd party applica-

tions which helps ______________ to get access to your data. 

a) ethical hackers 

b) penetration testers 

c) security auditors 

d) cyber-criminals 

 

8. Mobile Phone OS contains open APIs that may be _____________ attack. 

a) useful for 

b) vulnerable to 

c) easy to 

d) meant for 

9. ____________ gets propagated through networks and technologies like 

SMS, Bluetooth, wireless medium, USBs and infrared to affect mobile 

phones. 

a) Worms 

b) Antivirus 

c) Malware 

d) Multimedia files 

 

10. Activate _____________ when you’re required it to use, otherwise turn it 

off for security purpose. 

a) Flash Light 

b) App updates 

c) Bluetooth 

d) Rotation 
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Technical Terms 
R&D Team 

 

SERIF Serifs are small lines attached to the end of letters or symbols in “serif” font family 
(Times New Roman, Lucida Bright), distinguishing those fonts from “sans serif” font 
families (fonts without serifs, like Arial, Helvetica). 

KERNING 

 

 

Kerning refers to the space between characters (letters, numbers, punctuation) 
and the process of adjusting that space to avoid unsightly gaps and improve the 
legibility of text. 

 

WIREFRAME 

 

 

 

Wireframes are sketches of the key information that goes on each page of a web-
site, essentially showing the site or page’s “skeleton.” Designers can then use this 
sketch as a starting point for laying out a website. These can be made in programs 
or written on a napkin—we’ve seen it all. 

 

USER RE-

SEARCH  

 

User research is the process of investigating how users behave on a website and 
examining how that behavior can lead to a better website experience and design. 

 

USER PERSONA 

 

 

 

Personas are theoretical user profiles created by UX and web designers to define 
what kind of user a website is being built for and what their needs are. User perso-
nas are created using demographic information, user research, and analysis of cus-
tomer experience metrics. 

 

USER FLOW 

 

 

 

User flow is the path typical users take when starting on a website and moving to-
ward an action on the site. Creating a smooth path that is intuitive for users to fol-
low is part of user experience (UX) design. 

USER EXPERI-

ENCE (UX) 

 

 

 

UX describes the emotions, attitudes, and ease-of-use a person has when using a 
product or service. UX Design is the practice of using design to improve communi-
cation between a product and its user in order to enhance the user’s overall ex-
perience. 

 

USER INTER-

FACE (UI) 

 

 

 

User interface includes all the parts of a website, app, computer, smartphone, etc. 
that the user can manipulate and interact with. Display and touch screens, website 
menus, keyboards, your cursor—these are all part of a user interface. 

 

EMAIL MARKET-

ING 
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We are highly thankful for reading out this compila-

tionand hopeit will be useful for you in our day to day profes-

sional and personal life. We would like to hear yourinterest areas, 

suggestionsfromyou to make this newsletter more informative 

and interesting. Your views will definitely help us to create this 

newsletter as an effective medium to reach you with latest devel-

opment in the fields of communication and technology. 
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Answers to the Quiz 
1 2 3 4 5 6 7 8 9 10 

B D A B C B D B C C 

 


