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Electronic Paper Display        
ASI/RO M Venkata Rao 

What is Electronic Paper Display 

Electronic ink technology is a display technology 

and product of E ink. it gives the feeling of paper as 

it used same pigments that is used in Printing indus-

tries. It is alternative for LCD and in future it may 

be replacement of LCD in Electronic book. Unlike 

conventional backlit flat panel displays that emit 

light, electronic paper displays reflect light like pa-

per. Many electronic paper technologies hold static 

text and images indefinitely without electricity. Flexible electronic paper uses plastic substrates and 

plastic electronics for the display backplane. 

 How Does it work? 

It is made up of million tiny microcapsules which are as thin as human hair. Each microcapsule con-

tains both positive charged white particles and negative charged white particles. When a positive and 

negative electric field is applied, corresponding charged particles move to the top of the microcap-

sule where they became visible to user. This makes the surface appear black and white at that spot of 

observation. Electronic display paper doesn’t require additional power to maintain once the images 

have been drawn. This display even doesn’t require the backlight like conventional LCD display and 

it can be read in sunlight like paper. 

Industry-Market 

This display technology has been used by major e-readers like Amazon’ Kindle, Sony’s E-reader, 

Kobo e-reader and Barnes and Noble’s Nook. Forrester Research estimates 3 million units of E-

readers to be sold in 2009. It predicts 900,000 devices will be sold during this holiday season 2019. 

Benefits of E-paper 

The main advantages of electronic paper over traditional LCD screens are paper-like readabil-

ity and extremely low power consumption. E-paper reduces eyestrain since it simulates paper rather 

than a computer screen. E-paper is easier to read outdoors and in bright sunlight; therefore, it is per-

fect for all indoor and outdoor displays, such as traffic signs, retail shelf labels, interactive museum 

signs and notice boards passenger information board. 

Electronic paper displays provide high-resolution and no glare visibility, allowing users to view text 

and pictures clearly and at any angle. GDS G+Natural-Light™ in-built front light affords the same 
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viewing experience in the dark. E-paper power consumption is really minimal since electronic paper 

displays need no power to  display   an image; they simply use power to change the  content. 

 Challenges: 

Development of full colour is becoming big challenges for this technology. Even though mono-

chrome readers is growing in size, but high-quality, low-cost full colour is required by mobile phone 

display, electronic newspaper and magazines where advertising is revenue. 

Barnes and Noble's Nook also integrates a built in a colour touch screen for navigation, the first in its 

kind, as E-ink so far does not provide colour features 

The research is still going on to use LCD technology like red, green and blue (RGB) filters and an-

other pixel technology to improve colour. 

Electronic paper technologies have a very low refresh rate comparing with other low-power display 

technologies used in LCD. This prevents producers from implementing sophisticated interactive ap-

plications like those which are possible on handheld computers like PDA, tablet pc and notepad. 

The future versions will integrate Electronic display with bendable plastic electronics -they can be 

bent, rolled and folded like a sheet of paper. 

Flexible display is being developed by several companies including a Philips spin-off (Polymer Vi-

sion), Epson, and Plastic Logic. The Taiwan-based Industrial Technology Research Institute or ITRI 

is working on high quality Flexible display with flexible material. 

Future Scope: 

This technology introduced new display like E Ink 

Pearl and E Ink Triton which having high contrast 

screen and a colour display that is easy read under 

high light. With cooperating research, it will make 

more feasible and commercially viable E reader. Like 

the flexible display will result in lighter E-reader with 

bigger display as Flexible display is lighter than pre-

sent electronic display technology used material. 

Electronic paper could offer a flat and thin alternative to existing key fob tokens for data security.  

Conclusion: 

This technology will be replacement of the paper which may result less trees cut. So improvement of 

this technology will create greener planet. 
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Behavioural Biometrics: The New Technology 
ASI/T Sohan Yadav 

 “Password became the old and out” 

Behavioral biometrics is the field of study related 

to the measure of uniquely identifying and measur-

able patterns in human activities. The term con-

trasts with physical biometrics, which involves in-

nate human characteristics such as fingerprints or 

iris patterns.   

 

Behavioural biometric verification methods include 

keystroke dynamics, gait analysis, voice ID, mouse 

use characteristics, signature analysis and cognitive 

biometrics. Behavioural biometrics are used for secure 

authentication in financial institutions, businesses, 

government facilities and retail point of sale (POS), as 

well as an increasing number of other environments.  

To increase security and prevent use of biometric cre-

dentials for identity theft, biometric data is typically 

encrypted during gathering and verification. After bi-

ometric data is 

gathered, a soft-

ware application picks out specific points of data as 

match points. The match points in the database are pro-

cessed using an algorithm that translates that information 

into a numeric value. The database value is compared 

with the biometric input the end user has entered and au-

thentication is either approved or denied. 

When you’re browsing a website and the mouse cursor 

disappears, it might be a computer glitch — or it might 

be a deliberate test to find out who you are.  

A phone’s touchscreen sensors can 

track where and how you swipe your 

device to help determine who you are. 

On your computer, software can 

track your mouse habits, including 

the speed and rhythm of your cur-

sor tracking. 
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The way you press, scroll and type on a phone screen or 

keyboard can be as unique as your fingerprints or  faci-

al features. To fight fraud, a growing number of banks 

and merchants are tracking visitors’ physical move-

ments as they use websites and apps. 

Some use the technology only to weed out automated 

attacks and suspicious transactions, but this is going 

significantly further, amassing tens of millions of pro-

files that can identify customers by how they touch, 

hold and tap their devices. 

The data collection is invisible to those being watched. 

Using sensors in your phone or code on websites, 

companies can gather thousands of data points, known 

as “behavioural biometrics,” to help prove whether a 

digital user is actually the person she claims to be. 

Behavioural monitoring software churns through 

thousands of elements to calculate a probability-

based guess about whether a person is who they 

claim. Two major advances have fed its growing use: 

the availability of cheap computing power and the 

sophisticated array of sensors now built into most 

smartphones.  

Utility & Benefits  

Behavioural biometrics technology offers robust, risk appropriate identity authentication and 

anti-fraud measures that are effortless for users and which require no special hardware or ad-

ditional security steps. Behavioural biometrics are currently deployed in online banking, e-

commerce, payments, and high security authentication markets.  

On new bank account opening applications, for example, behavioral biometric systems pay 

close attention to where and when applicants pause. A legitimate applicant typically types 

personal information — their name, their address, their Social Security number — fluidly, 

with few breaks. A fraud scammer will often either cut and paste or take breaks to consult 

their notes 

Take Away  

Unlike many types of physical biometrics, behavioural biometrics can often be gathered 

with existing hardware, needing only software for analysis. That capacity makes behavioural 

biometrics simpler and less costly to implement. The technology can be useful for rooting out 

fraud even without personal data on individual customers. 

The angle at which you hold your 

device is one of the many biometric 

markers that can be measured. 

Biometric software can also deter-

mine the pressure you tend to apply 

to your phone when you tap and type 
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Artificial Intelligence 
ASI/Ro Irshad Ali 

 

Introduction: An artificial intelligence (AI), sometimes called machine intelligence, is  a type of  

intelligence  demonstrated by machines,  

In contrast to the natural intelli-

gence displayed by humans and animals. 

Computer science defines AI research as the 

study of "intelligent agents": any device that 

perceives its environment and takes actions 

that maximize its chance of successfully 

achieving its goals. the term "artificial intelli-

gence" is used to describe machines that "cognitive" functions that humans associate with 

other human minds, such as "learning" and "problem solving". 

Artificial intelligence can be classified into three different types of systems: analytical, hu-

man-inspired, and humanized artificial intelligence . Analytical AI has only characteristics 

consistent with cognitive intelligence; generating a cognitive representation of the world and 

using learning based on past experience to inform future decisions. Human-inspired AI has 

elements from cognitive and emotional intelligence; understanding human emotions, in addi-

tion to cognitive elements, and considering them in their decision making. Humanized AI 

shows characteristics of all types of competencies (i.e., cognitive, emotional, and social intel-

ligence), is able to be self-conscious and is self-aware in interactions with others. 

Artificial intelligence was founded as an academic discipline in 1956, and in the years since 

has experienced several waves of optimism, followed by disappointment and the loss of fund-

ing (known as an "AI winter"), followed by new approaches, success and renewed fund-

ing. For most of its history, AI research has been divided into subfields that often fail to 

communicate with each other. These sub-fields are based on technical considerations, such as 

particular goals (e.g. "robotics" or "machine learning"), the use of particular tools  or deep 

philosophical differences. Subfields have also been based on social factors (particular institu-

tions or the work of particular researchers). 

The traditional problems (or goals) of AI research include reasoning, knowledge representa-

tion, planning, learning, natural language processing, perception and the ability to move and 
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manipulate objects. General intelligence is among the field's long-term goals. Approaches 

include statistical methods, computational intelligence, and traditional symbolic AI.  

 

                                    

Many tools are used in AI, including versions of search and mathematical optimiza-

tion, artificial neural networks, and methods based on statistics, probability and economics. 

The AI field draws upon computer science, information engineer-

ing, mathematics, psychology, linguistics, philosophy, and many other fields. 

The field was founded on the claim that human intelligence "can be so precisely described 

that a machine can be made to simulate it". This raises philosophical arguments about the na-

ture of the mind and the ethics of creating artificial beings endowed with human-like intelli-

gence which are issues that have been explored by myth, fiction and philoso-

phy since antiquity. Some people also consider AI to be a danger to humanity if it progresses 

unabated. Others believe that AI, unlike previous technological revolutions, will create a risk 

of mass unemployment.  

In the twenty-first century, AI techniques have experienced a resurgence following concur-

rent advances in computer power, large amounts of data, and theoretical understanding; and 

AI techniques have become an essential part of the technology industry, helping to solve 

many challenging problems in computer science, software engineering and operations re-

search.  
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DigiLocker 
ASI/T  V K Dubey 

 

Introduction    

DigiLocker is yet another Digital India initiative launched by the 

Government of India in February 2015. Released by the De-

partment of Electronics & Information Technology (DEITY), 

Ministry of Communications & IT, DigiLocker is actually an 

e-locker to save your official and other documents. 

Digital Locker, , is aimed at eliminating the usage of physical 

documents and enable sharing of e-documents across gov-

ernment agencies via a mechanism to verify “authenticity” of 

the documents online. Residents can also upload their own elec-

tronic documents  and  digitally  sign  them  using  the  e-sign  facility.  These digitally signed 

documents can be shared with Government organizations or other entities. 

What is DigiLocker? 

This is a secured personal online storage space where you can store your documents. The ser-

vice is open to all Indian citizens with Aadhaar cards. Each citizen, when registered with 

DigiLocker, will be allotted a storage space of 1 GB linked with his or her Aadhaar number. 

You can not only store your official documents like mark sheets, Pan cards, Passports, certif-

icates, voter id cards, etc. but also store Uniform Resource Identifier (URI) link of the e-

documents issued by various departments. You can digitally sign e-documents with the e-sign 

facility provided by this system. 

Sections Within the Digital Locker 

My Certificates: 

(a) Digital Documents: This contains the URIs of the documents issued to the user by the 

various government departments or other agencies. 

(b) Uploaded Documents: This subsection contains all the documents uploaded by the user. 

Each file should not be more than 1 MB in size. Only pdf, jpg, jpeg, bmp, gif, png file types 

can be uploaded. 

My Profile: The user’s complete profile is seen here. 

My Issuer: The issuers’ names and the documents issued to the user are available here. 

My Requester: The requesters’ names and the documents requested by the requesters are 

available here. 

Directories: Complete list of registered issuers and requesters along with their URIs are 

available here. 
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Signing Up Process: How Does it Work?  

Log on to the official site of the DigiLocker 

(https://digitallocker.gov.in/). 

Click on Sign-in. 

In the text box “Enter Aadhaar Number”, 

type your Aadhaar number. 

For user authentication, there are two options 

to choose: “Use OTP (One Time Password)” 

and “Use Fingerprint”. 

OTP 

If you choose OTP, the password will be 

sent to the mobile number and email-id registered with your Aadhaar. 

Once the OTP is entered, click on ‘Validate OTP’ button. 

Once the OTP is validated, the user can complete sign up by setting his username and pass-

word. 

Fingerprint 

If you choose fingerprint, you will have to put the thumb print on the finger print device. 

If it is valid, your identification is authenticated and you can set your own username and 

password to complete the sign up. 

Using Social Media 

You can also sign in using your Gmail ID or Facebook ID. 

Advantages of DigiLocker System 

✓ Empowers the citizens digitally. 

✓ Ensures easy availability of documents online. 

✓ Reduces the use of physical documents and fake documents. 

✓ Offers authenticity of the e-documents. 

✓ Provides a secured access to documents issued by the government. 

✓ Reduces administrative costs of government departments and agencies. 

✓ Provides fast access to documents anytime and from anywhere. 

✓ Enables easy sharing of documents across departments and agencies. 

✓ Ensures complete privacy of residents’ data. 
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 Cybercrimes Trending in 2019 
R & D Team 

 

Introduction    

Everything from your washing machine to your mo-

bile banking app will be a potential source of fraud 

risk. It’s the challenge of living and doing business in 

the age of digital transformation. As our day-to-day 

lives becomes more convenient through all that tech-

nology has to offer, fraud becomes simpler for cyber 

criminals. 

Data Breaches 

Illegal acquisition of data following data breaches is a prominent threat and the stolen infor-

mation is often used for identity theft and other forms of fraud. 

The  attackers also appear to be increasingly targeting businesses and  seen an increase in 

popularity for certain attacks on businesses - versus consumers - which perhaps marks an in-

creased interest in financial and corporate data which can be used to sell on or used as black-

mail leverage. 

Ransomware and Malware 

While the growth in ransomware attacks might be beginning to slow, such attacks remain 

prevalent, more common that banking Trojan infections and appear to be increasingly 

launched by nation-states. 

"Broadly speaking, we've seen ransomware as one of the dominant forms of attack, though 

it's starting to slow down a little and lose something in terms of innovative attacks, However, 

we've seen a lot of targeted threats in countries like South Korea, often using a variety of 

clever techniques to infect systems. It also frequently goes hand in hand with malvertising, 

and we don't see that changing anytime soon.  Latest threat report rounds up ransomware is 

one of the biggest online threats 

Payment Card Fraud 

Almost all over the world have reported skimming attacks over the past year, although latest 

reports say geo-blocking measures have blunted such attacks, "skimmed card data is often 

sold via the darknet and cashed out in areas where secure card payment implementation is 

either slow or non-existent, 

Other notable areas of fraud include "toll fraud" - avoiding having to pay tolls - as well as 

card-not-present fraud, with the transport and retail sectors are targeted. Many countries have 
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"reported an increase in the creation of fake companies to access and abuse points of sale as 

well as profit from compromised information." 

Cryptocurrency 

Rik Ferguson, vice president of security research at Trend Micro and a cybersecurity adviser 

to Europol's European Cybercrime Center, EC3, tells ISMG that one of the dominant, recur-

ring themes in this year's IOCTA report is the degree to which "cryptocurrency in many ways 

could be said to shaping today's threat environment." 

"Currency exchangers, mining services and other wallet holders are facing hacking attempts 

as well as extortion of personal data and theft," Europol's report notes. "Money launderers 

have evolved to use cryptocurrencies in their operations and are increasingly facilitated by 

new developments, such as decentralized exchanges, which allow exchanges without any 

'know your customer' requirements. It is likely that high-privacy cryptocurrencies will make 

the current mixing services and tumblers obsolete." 

Cryptojacking 

Attacks that aim to exploit computer users' bandwidth and processing power to mine for 

cryptocurrency are becoming more prevalent. "While it is not illegal in some cases, it none-

theless creates additional revenue streams and therefore motivation for attackers to hack legit-

imate websites to exploit their visitor's systems. Actual cryptomining malware works to the 

same effect, but can cripple a victims system by monopolizing their processing power. 

The ease of such attacks and attack tool availability means "cryptomining malware is ex-

pected to become a regular, low-risk revenue stream for cybercriminals 

Bitcoin Popularity 

Despite the growth of interest in virtual currencies such as monero, which promise greater 

privacy and which can be mined - including on malware victims' systems - without having to 

use highly specialized equipment, The bitcoin "remains the predominant cryptocurrency en-

countered in cybercrime investigations." 

  

https://www.bankinfosecurity.com/cryptojacking-displaces-ransomware-as-top-malware-threat-a-11165
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Social Engineering 

Attacks that utilize social engineering - trickery - continue to be easy, inexpensive and effec-

tive, Phishing via email remains the most frequent form of social engineering, with vishing 

(via telephone) and smishing (via SMS) less common. 

"Criminals use social engineering to achieve a range of goals: to obtain personal data, hijack 

accounts, steal identities, initiate illegitimate payments, or convince the victim to proceed 

with any other activity against their self-interest, such as transferring money or sharing per-

sonal data," it adds 

Online Child Sexual Exploitation Material 

Police also continue to track increasing quantities of online child sexual exploitation material, 

or CSEM, including self-generated explicit material, or SGEM. "Although most CSEM is 

still shared through P2P platforms, more extreme material is increasingly found on the dark-

net," the report says. "Meanwhile, live distant child abuse (LDCA), facilitated by growing 

internet connectivity worldwide, continues to be a particularly complex form of online CSE 

to investigate due to the technologies and jurisdictions involved." 

Sextortion 

Especially as more young children gain access to the internet and social media platforms, "the 

risk of online sexual coercion and extortion continues to rise. Together with sextortion, it's 

seen an increase in self-generated material by children that gets live-streamed on social media 

platforms. 

Spam and RDP Attacks 

Automated attack toolkits designed to exploit vulnerabilities in widely used software - such 

as the Windows operating system or plug-ins such as Flash and Java - continue to decline, 

Attackers are increasingly turning to "spam, social engineering and newer methods such as 

remote desktop protocol (RDP) brute-forcing to gain access to targeted networks,  

Encrypted Communications 

Th Law enforcement agencies managed to disrupt the world's three biggest cybercrime mar-

ketplaces: AlphaBay, Hansa and RAMP. In response, at least nine other cybercrime market-

https://www.bankinfosecurity.com/fbi-reported-internet-enabled-crime-losses-hit-13-billion-a-10033
https://www.databreachtoday.com/one-simple-error-led-to-alphabay-admins-downfall-a-10131
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places closed either spontaneously or as a result of their administrators absconding with the 

market's stored funds. 

Instead of using such marketplaces to conduct 

cybercrime business, many users have shifted 

to using encrypted messaging apps, or highly 

regionalized and language-specific smaller 

vendor shops. which makes such criminal 

activity tougher for police to track and dis-

rupt, even as such activity remains wide-

spread. 

 

New Life for Old Tricks 

The Recent report is also a reminder that many types of crime never die; they just get 

tweaked for the modern age. Phishing also remains a potent threat, Because of the severity of 

damage such attacks may cause. "Although only a small proportion of victims click on the 

bait, one successful attempt can be enough to compromise a whole organization, 

 

Takeaway:  Stay Vigilant 

One takeaway from this article is that individuals remain at serious risk from both low-tech 

and more high-tech types of attacks. Some of the older-style crimes are evolving, We still 

need to ask our self to be vigilant and practice the basic security procedures. The old scam 

emails haven't gone away, but have evolved to use new technology 

In short, many criminals appear to be trying to refine sometimes simple-looking schemes to 

ensure they keep turning an illicit profit. Probably the biggest takeaway is that some of the 

older cybercrimes - phishing, support scams, etc. - are still alive and well and they continue 

to claim many, many victims. 

 

  

https://www.bankinfosecurity.com/how-much-that-rdp-credential-in-window-a-10590
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Technical Quiz 
R&D Team 

1. Who registered a new cryptocurrency firm named 'Libra Networks LLC' in Geneva, Swit-

zerland? 

A. BuyUcoin 

B. Facebook 

C. Paytm 

D. Phonepe 

  

2. India's largest app for financial services thst has integrated with Unified Payment Interface 

(UPI) is; 

A. Wally 

B. Mint 

C. You Need a Budget 

D. ETMONEY 

 

3. Google unveiled new Cloud Platform, to manage apps from anywhere. It was named as; 

A. Azure 

B. Midru 

C. Kuber 

D. Anthos 

 

4. In IOT most common application for voice control application are ___________ 

A) Home security 

B) Family health monitoring 

C) Home security and health monitoring 

D) Business 

 

5. Which social network app launched a fact-checking feature to combat fake news to the Lok 

Sabha elections? 

A. WhatsApp 

B. Facebook 

C. Tik Tok 

D. Viber 
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6. Xiaomi launched a UPI based mobile payment service in India to send money from one 

bank account to another. It was named as; 

A. Mi Pay 

B. Xio Pay 

C. Mi Xio Pay 

D. Pay easy through mi 

 

7. Election Commission of India has developed a mobile app, for the 2019 Lok Sabha elec-

tion. It was named as; 

 

A. ECI Authenticator Code 

B. cVIGIL 

C. SUVIDHA 

D. ENCORE 

 

  

8. Dot Book: India's first Braille laptop created by the students from __________. 

A. IIT-Kharagpur 

B. IIT-Kanpur 

C. IIT-Madras 

D. IIT-Delhi 

 

9. Which company revealed the World's fastest 1TB microSD card at Mobile World Con-

gress (MWC) 2019? 

A. Kingston Technology 

B. SanDisk 

C. Lexar 

D. Silicon Power 

 

10.Name the Supercomputer that was unveiled in IIT-BHU by Prime Minister Narendra 

Modi? 

A. Param Shivay 

B. Aaditya 

C. SahasraT 

D. Param Yuva 2 

  



 R&D Cell, CTC T&IT 

 

17  
 
 

Technical Terms 
R&D Team 

 

Network: This general term refers to all the components involved in getting computers and 

other types of hardware to talk to each other. 

Server: A Computer that serves to the request of a client. Also called "file server" and "net-

work server" It typically needs to be much more high-powered than a regular desktop work-

station. The server is home to hardware that is networked (allows more than one person to 

use it simultaneously). All of your data will typically be stored on this machine. 

Workstation: This refers to each person's computer. Your front and back office staff com-

puters and the machines in the examination room will be workstations on the network. 

Router: This is your network's "air traffic controller." It routes all the data on your network 

to where it is supposed to go. Routers can also hide the computer and devices that connect to 

it from the outside world (using Network Address Translation - NAT). To people on the In-

ternet, your entire network looks like one computer (one IP address). This adds another layer 

of protection to the computers on your network 

Wireless Router: This performs the same function as the router, but for computers and de-

vices not wired to the network.  

Firewall: This device is called a firewall because it performs the same function as the fire-

wall in your car. The firewall in your car keeps things in the engine compartment from com-

ing into the passenger compartment. The firewall in your network stops bad things from the 

Internet coming into your network. A firewall is critical for a secure network. 

Virtual Private Network (VPN) :  Communications across the Internet are inherently inse-

cure. A virtual private network is a secure connection between two computers (VPN server 

and VPN client) You can think of the connection as a tunnel across the Internet. Only the two 

computers on the ends of the tunnel can see what is being transported in the tunnel.  

 Network Printer: You are probably familiar with connecting a printer up to a computer, but 

you can also connect a printer to the network. To do this, the printer must be network com-

patible or you need a print server. The advantage of putting a printer on the network is that 

you can print from any computer on the network. 
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