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MODUS OFPERANDI

» Fraudsters would lure
victims with easy money
through online tasks which
can done from home

> Initially some amount would
be disbursed as rewards for
completing the tasks

> Subsequently. fraudsters
would start asking for cash
deposits for newer tasks

> After promise of earning
more, fraudsters would ask
victims to deposit cash in
different accounts
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IT&S will never email you

to verify your account

EMAIL VERIFICATION 4
Note the poor

punctuation and
grammar

Urgent and threatening
emails are often
phishing

rJ Office 365

Hello
This is a special notice
expire in 24 hours . Also indicate you have other office365 email accounts To keep
both accounts working, kindly login with your Office365 email and password and
another office365 school email account right now to keep it active.

To cad your p d, follow the ins " bel
Click on the Login: ..
fLogin]

t your Office365 Edu email accounts and dnssword will

The link goes to a
Microsoft Forms URL
commonly used by
scammaers

" 4
Click or Tap 10 Tollow Bk

If you have problems logging in, please refer to campus policies for managing
your account or use the support email below for assistance from the system
administrator.

Don't trust an email
just because it's

from @msvu.ca

From: < @MSVU.CA>
Sent: Friday, September 16, 2022 5:22 PM

Subject: We received a request from you

IT&S never asks

you to click links to
verify your account

Our record indicates that you recently made a request to terminate your Office 365
email and this process has begun by our administrator. If this request was made
accidentally and you have no knowledge of it, you are advised to verify your
account below CLICK HERE To verify. Please give us 24 hours to terminate your
account OR verify yourfaccount. Failure to Verify will result in closure of your

account.

Watch for spelling,
punctuation and

http://offfc4503032.sitebuilder.name.
tools/
Click or tap to follow link.

grammar errors
(highlighted)

The link goes to a
suspicious website
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Your device
programs are
opening, closing,
and m ing their
own.

Your device A D\
has little + Sudden drop in
device
performance

« Frequent ads

and pop-up
windows

to no storage

-

Emails/ messages from Web browser keep
your emai!/sosztsal-media f‘gzﬁgga% to
accounts in your device supicious web

are sent without your page
permission

Anti-malware
programs are
disabled
automatically

Pop-up ad messages
with security
warnings and urge
you to download and
install the security
product

"Key signs that indicates Malware"
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RANSOMWARE CROOKS NOW ®
SIM SWAP EXECUTIVES' KIDS TO PRESSURE THEIR PARENTS
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